
Message Authentication Requirements 

In the context of communications across a network, the following attacks can be 

identified. 

1. Disclosure: Release of message contents to any person or process not possessing the 

appropriate cryptographic key. 

2. Traffic analysis: Discovery of the pattern of traffic between parties. In a connection-

oriented application, the frequency and duration of connections could be determined. In 

either a connection-oriented or connectionless environment, the number and length of 

messages between parties could be determined. 

3. Masquerade: Insertion of messages into the network from a fraudulent source. This 

includes the creation of messages by an opponent that are purported to come from an 

authorized entity. Also included are fraudulent acknowledgments of message receipt or 

nonreceipt by someone other than the message recipient. 

4. Content modification: Changes to the contents of a message, including insertion, deletion, 

transposition, and modification. 

5. Sequence modification: Any modification to a sequence of messages between parties, 

including insertion, deletion, and reordering. 

6. Timing modification: Delay or replay of messages. In a connection-oriented application, an 

entire session or sequence of messages could be a replay of some previous valid session, or 

individual messages in the sequence could be delayed or replayed. In a connectionless 

application, an individual message (e.g., datagram) could be delayed or replayed. 

7. Source repudiation: Denial of transmission of message by source. 

8. Destination repudiation: Denial of receipt of message by destination. 

Measures to deal with the first two attacks are in the realm of message confidentiality and 

are dealt with in Part One. Measures to deal with items (3) through (6) in the foregoing list 

are generally regarded as message authentication. Mechanisms for dealing specifically with 

item (7) come under the heading of digital signatures. Generally, a digital signature technique 

will also counter some or all of the attacks listed under items (3) through (6). Dealing with 

item (8) may require a combination of the use of digital signatures and a protocol designed 

to counter this attack. In summary, message authentication is a procedure to verify that 

received messages come from the alleged source and have not been altered. Message 

authentication may also verify sequencing and timeliness. A digital signature is an 

authentication technique that also includes measures to counter repudiation by the source. 

 



Message Authentication Functions 

These may be grouped into three classes. 

• Hash function: A function that maps a message of any length into a fixedlength hash 

value, which serves as the authenticator 

• Message encryption: The ciphertext of the entire message serves as its authenticator 

• Message authentication code (MAC): A function of the message and a secret key that 

produces a fixed-length value that serves as the authenticator 
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Message Authentication Code 

An alternative authentication technique involves the use of a secret key to generate a small 

fixed-size block of data, known as a cryptographic checksum or MAC, that is appended to the 

message. 

This technique assumes that two communicating parties, say A and B, share a common secret 

key K. When A has a message to send to B, it calculates the MAC as a function of the message 

and the key: 
MAC = C(K, M) 

M = input message, C = MAC function, K = shared secret key,  
MAC = message authentication code 

 
The message plus MAC are transmitted to the intended recipient. The recipient performs the 

same calculation on the received message, using the same secret key, to generate a new MAC.  

 

The received MAC is compared to the calculated MAC. 

If we assume that only the receiver and the sender know the identity of the secret key, and if 

the received MAC matches the calculated MAC, then 

 

1. The receiver is assured that the message has not been altered. If an attacker alters the 

message but does not alter the MAC, then the receiver’s calculation of the MAC will differ 

from the received MAC. Because the attacker is assumed not to know the secret key, the 

attacker cannot alter the MAC to correspond to the alterations in the message. 

2. The receiver is assured that the message is from the alleged sender. Because no one else 

knows the secret key, no one else could prepare a message with a proper MAC. 

3. If the message includes a sequence number (such as is used with HDLC, X.25, and TCP), 

then the receiver can be assured of the proper sequence because an attacker cannot 

successfully alter the sequence number. 

 



 

A message authentication code is used: 

1. There are a number of applications in which the same message is broadcast to a number 

of destinations. Examples are notification to users that the network is now unavailable or an 

alarm signal in a military control center. It is cheaper and more reliable to have only one 

destination responsible for monitoring authenticity. Thus, the message must be broadcast in 

plaintext with an associated message authentication code. The responsible system has the 

secret key and performs authentication. If a violation occurs, the other destination systems 

are alerted by a general alarm. 

 

2. Another possible scenario is an exchange in which one side has a heavy load and cannot 

afford the time to decrypt all incoming messages. Authentication is carried out on a selective 

basis, messages being chosen at random for checking.  

 

3. Authentication of a computer program in plaintext is an attractive service. The computer 

program can be executed without having to decrypt it every time, which would be wasteful 

of processor resources. However, if a message authentication code were attached to the 

program, it could be checked whenever assurance was required of the integrity of the 

program. Three other rationales may be added. 

 

4. For some applications, it may not be of concern to keep messages secret, but it is important 

to authenticate messages. An example is the Simple Network Management Protocol Version 

3 (SNMPv3), which separates the functions of confidentiality and authentication. For this 

application, it is usually important for a managed system to authenticate incoming SNMP 

messages, particularly if the message contains a command to change parameters at the 

managed system. On the other hand, it may not be necessary to conceal the SNMP traffic. 

5. Separation of authentication and confidentiality functions affords architectural flexibility. 

For example, it may be desired to perform authentication at the application level but to 

provide confidentiality at a lower level, such as the transport layer. 

 

6. A user may wish to prolong the period of protection beyond the time of reception and yet 

allow processing of message contents. With message encryption, the protection is lost when 

the message is decrypted, so the message is protected against fraudulent modifications only 

in transit but not within the target system.  

 

Finally, note that the MAC does not provide a digital signature, because both sender and 

receiver share the same key. 

 


